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Abstract

Artificial Intelligence (Al) is rapidly transforming the legal profession, offering opportunities for increased
efficiency while raising ethical and regulatory concerns. This Comment examines Al's role in legal research,
document review, and e-discovery, as well as the legal profession's growing reliance on these technologies.
It explores the ethical implications of Al in legal practice through the lens of the ABA Model Rules of
Professional Responsibility, addressing issues of competence, confidentiality, supervision, and the
unauthorized practice of law. This Comment also considers recent legal developments, such as judicial
responses to Al-generated legal work and emerging regulatory frameworks in the United States and abroad.
Finally, it provides a roadmap for ethical Al integration in legal practice, emphasizing transparency,
accountability, and best practices for responsible Al usage. By analyzing current trends and challenges, this
Comment aims to provide guidance on navigating the evolving relationship between Al and the legal
profession.

I. Introduction and Roadmap

On April 10, 2023, a New York Times headline read: “A.I. is Coming for Lawyers,

Again.” ¥ In the article, a Times technology reporter described how Artificial
Intelligence (AI) has made lawyers’ jobs more efficient and productive. 2 However, with
the creation of ChatGPT and other systems using large language models, the legal
profession is facing a new attack. ! This is in large part due to the ability of the new
technology to predict, analyze, and produce writing—the “bread and butter”—of a

lawyer’s work. ¥ Everyone from paralegals to highly paid partners will be required to
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consider how to make themselves competitive and stay ahead of the advances in
technology. ! In other words, instead of focusing on work that can be done by Al, a
lawyer’s job will focus on industry expertise, client relationships, and insightful

[6]

guidance.®

Since the advancement of Al, lawyers and legal professionals have demonstrated the
applications and challenges of using it. For example, the systems advance clients’
interests in a more cost-friendly and efficient manner.2 However, current cases and
scholarship involving Al show that there is a human element that Al cannot replace. &
State bars are advising lawyers to proceed with caution because “a lawyer’s ethical
obligations have not changed.” ' Practitioners must uphold the requirements of ethical
rules and responsibilities while using Al systems to augment their work. In doing so,
consideration of the ramifications and consequences of using these systems is

paramount.

This Comment begins by providing a working definition of Al. It briefly considers the
capabilities of the technology in general before discussing the roles and implications it
has in the legal field. Accordingly, Part III provides an understanding of the current
ways the legal field is using Al, and Part IV provides a larger discussion of the Model
Rules of Professional Responsibility (Rules). Part V discusses the ethical implications of
relying on Al to augment work by applying the current Rules to a hypothetical. Part VI
introduces the current international trends in Al regulations, describes how other
sectors are overcoming ethical hurdles, and provides a roadmap to regulation that is

meant to serve as a guide moving forward.

II. Defining Artificial Intelligence

The amount of systems that use Al has greatly increased in the past decade. People
use it to simplify common tasks, for example, using voice search or text. 2
Nonetheless, the majority of consumers worry about businesses using Al to augment

work. 22 Within the legal community, proponents of using Al argue that it can generate



initial drafts referencing pertinent case law, present arguments, and even predict
opposing counsel’s arguments. 3 This innovation will lead to new legal tech startups
using the systems to answer questions typically addressed by a junior associate. 4!
Critics, however, question what this will mean for Big Law and other established law

firms. 15!

Before these issues can be discussed, it is important to understand what Al is and why
it can replace jobs that rely on written product and academically trained lawyers. This
part provides an overview of Al by discussing what constitutes an Al system and
introduces relevant technical terms. It ends by discussing generative Al and its

implications.

Al is a broad term that encompasses various pieces of technology that mimic
humanlike behavior. 22 According to The National Institute of Standards and
Technology (NIST), systems that use Al are adaptive.” They can solve problems, make
predictions, and complete tasks that require cognition and other human-like senses. &
Al systems work with machine learning (ML) and data analytics to make intelligent
decisions and form conclusions using real-time data. “? However, in order to make

intelligent decisions, computer programmers must build intelligent algorithms. 2%

ML and natural language processing (NLP) are subfields of AI. 2! ML systems teach
algorithms to interpret new data without relying on rules-based programming, and are
broken down into deep learning, supervised learning, and unsupervised learning. 22
NLP systems can extract content, classify information, machine translate, answer

questions, and generate text. 23

GPT is an acronym for “generative pre-training transformer.” 24 The GPT system is an
autoregressive language processing model. 25 Like the NLPs’ ability to generate text,

autoregressive language processing models read data that precedes current data to



predict what will come next. 28 According to Sam Altman, CEO of OpenAl, AI models
are trained using data that is publicly available, licensed content, and content

generated by human reviewers. 2%

There are two types of generative Al models: models that can generate image and text,
and models that generate just text. 28 The models that generate text “can be used to
organize, summarize, or generate new text.” 2% These models “‘understand’ user
queries and instructions, then generate plausible responses based on those queries.” 22
Altman went on to explain that “[t]he models generate responses by predicting the
next likely word in response to the user’s request, and then continuing to predict each
subsequent word after that.” 3 Here lies the threat for the legal profession. With the
accessibility of the technology, lawyers rely on the technology for document drafting,

research assistance, contract review, and legal writing assistance. 32

In March of 2023, OpenAl released GPT-4, which is “more creative, more collaborative,
and more accurate” than any other OpenAl system. 33 When compared to previous
models, GPT-4’s ability to follow user intent greatly improved. 4 The responses from
GPT-4 were preferred on 70.2% of prompts when compared to GPT-3.5. 55 The
capabilities of GPT-4 were tested by having the model take exams that were originally
designed for humans. 2 For example, GPT-4 completed the Uniform Bar Exam, LSAT,
GRE, and various AP tests. 32 GPT-4 exhibited “human-level performance” on these

exams and scored in the top 10% of Uniform Bar Exam test takers. &

In his article, David Becerra offers the following working definition of Al in the legal
field: “[T]he theory and development of processes performed by software instead of a
legal practitioner, whose outcome is the same as if a legal practitioner had done the
work.” 39 This definition considers both the technology and the legal task Al is meant
to perform. The comprehensive scope of this definition, therefore, includes the
various different pieces of Al and generative Al technology used in the legal field. ¥ It

will be the definition that underscores the ideas discussed in this Comment.



III. Artificial Intelligence in the Legal Field

Although the use of Al is not new to the legal field, we are living in a time of
remarkable growth and development of generative Al systems, for example,
ChatGPT. 42 Global economic analysts assert that the legal field will see large effects
given the rise of Al 43 This part analyzes how the legal profession has used Al to

supplement work product.

A. Reliance on Artificial Intelligence

The benefits of using Al in the legal profession are clear.* Law firms have used
systems backed by Al because they help lawyers save time. 3 Instead of working on
routine and mundane tasks, lawyers direct their attention to work that requires legal
analysis. “8 The systems quickly produce accurate and high-quality work that can be

organized in a logical, coherent document. %

According to a survey conducted by LexisNexis, 47% of respondents consisting of
lawyers, law students, and consumers from the United States, United Kingdom,
Canada, and France believe that generative Al will have a “significant or
transformative” impact in the legal field. ¥ The potential for Al to transform the legal
field, particularly by cutting costs, comes at a time when clients are continuing to

demand more for less. 49

Judges are noticing the potential of technology assisted review (TAR), which relies on
predictive coding, to reduce court costs and allow for a more “efficient and superior
[alternative] to keyword searching.” *® However, data protection and client
confidentiality remain at the forefront of many legal professionals’ minds. Among
those surveyed, 88% have concerns about the ethical implications of using generative

Al to augment work. 4

As outlined below, legal research and outcome prediction, document review and

generation, and e-discovery are the Al backed tools favored by the legal profession. 2



1. Legal Research

Legal research engines, like Westlaw and LexisNexis, incorporate elements of Al for
legal research. 53 Although it might seem like a recent development, Westlaw has been
using components of Al for two decades. ! Starting in 2003, Westlaw used Al to better
understand what researchers were looking for and provide more targeted search
results. % Similarly, Lexis uses Al to give researchers more accurate answers and
analyze briefs. 5 The advances in Al allow lawyers to quickly access cases that will be

most helpful to their arguments. 52

2. Document Review and Generation

Young associates no longer need to spend hours reviewing large amounts of data and
documents. %8 Al can quickly “aggregate data and match a finite set of outcomes to the
answers to questions.” 59 For example, ML software systems, such as Kira, are able to
identify and analyze information in contracts and documents. © Law firms use Kira to
assist with due diligence because it can pull clauses and provisions found in contracts
and documents and then organize the information in different graphs, tables, and
reports.© In addition to Kira, systems like Litera Check use ML to proofread multiple

documents and streamline the document review process. 2

In addition to document review, young associates can use generative Al systems, such
as ChatGPT, to compose initial drafts of contracts and motions. 3 Experts believe that
using generative Al systems will reduce the amount of time worked from ten hours to

fifteen minutes and increase overall productivity. &4

3. E-Discovery

E-discovery is “[t]he process of identifying, preserving, collecting, preparing,
reviewing, and producing electronically stored information.” 3 E-discovery can also be
referred to as TAR. !9 AT technology allowed e-discovery systems, which historically
focused on searching a database using keywords, to move to predictive coding.®” The

switch to predictive coding provides more accurate results as to whether a document



will be relevant. 8 The legal community has welcomed the use of this tool. £ However,
some legal commentators have warned about the costs that come with the benefits of
using it, and ethical questions regarding e-discovery’s reliance on predicative coding

are left unanswered. 2

B. Recent Legal Developments

Recent legal developments are evidence of the risks and ethical implications of using
Al in the legal practice. Steven A. Schwartz, an attorney representing a client in a
federal court in New York, used a ChatGPT search to find six similar cases with rulings
that favored his client’s argument. 2 ChatGPT verified the cases’ authenticity, and
then Schwartz used the cases in the brief filed with the court. 2 However, after the
opposing side informed the judge that they were unable to find the cases, Schwartz was
sanctioned by the court.™ In response to lawyers like Schwartz using Al to create

court documents, judges at the federal level have required lawyers to disclose their use
of AL

DoNotPay provides legal chatbot services by using ChatGPT and DaVinci programming,
creating a robot lawyer tool.” The company offered to pay any lawyer with a case in
front of the U.S. Supreme Court $1 million to allow the robot to provide Al-generated
arguments for the case.””™ DoNotPay is testing its technology by assisting people
dealing with expensive medical bills, unwanted subscriptions, and issues with credit
reporting agencies.” However, the question of ethical implications is already causing

controversy. 2

Current applications of Al show that the systems are shaping the landscape of legal
work product with innovative applications and promising advancements. The next part

explores the rules that are applicable to the usage of the systems.



IV. Model Rules of Professional
Responsibility

The current ABA Model Rules of Professional Responsibility impose obligations on
lawyers who use Al in their practice. ™ The Rules lay a foundation that encompasses
the valuable notions of what it means to be an ethical practitioner, and they were
intended to adapt to the changing legal profession. £ Therefore, they can serve as a
signal of how to govern the novel uses of Al in the legal field. This part summarizes the
relevant Rules in relation to (1) competency; (2) confidentiality; (3) supervisory roles;
and (4) unauthorized practice of law before exploring how they can work to mandate

ethical use of Al by applying them to a hypothetical in the next part.

A. Model Rule 1.1: Competence

“Competent representation requires the legal knowledge, skill, thoroughness and
preparation reasonably necessary for the representation.” £ The commentary to Rule
1.1 stresses that lawyers must use thoroughness and preparation that are proportional

to the task at hand. 22 Comment 5 states:

Competent handling of a particular matter includes inquiry into and analysis of
the factual and legal elements of the problem, and use of methods and
procedures meeting the standards of competent practitioners. ... The required
attention and preparation are determined in part by what is at stake; major
litigation and complex transactions ordinarily require more extensive treatment

than matters of lesser complexity and consequence. &




Comment 8 expands on competence and technological advancements by describing
what practicing attorneys must do to stay current with the changes: “To maintain the
requisite knowledge and skill, a lawyer should keep abreast of changes in the law

... including the benefits and risks associated with relevant technology, [and] engage

in continuing study and education . . . .” 84

Staying competent means staying current with the benefits and risks of the Al software
and services that they are using. &% Thus, if lawyers do not feel like they can
competently handle a matter without using Al to augment their work they need to: “(1)
turn down the matter; (2) spend whatever time it takes to acquire the necessary legal
knowledge and technological skill; or (3) associate with a different lawyer . . . who

already has the necessary technological knowledge and skill.” £

B. Model Rule 1.6: Confidentiality

Model Rule 1.6 titled “Confidentiality of Information” requires attorneys to keep client
information confidential unless given explicit permission to release it.’#2 Additionally,
lawyers must ensure that confidential client information will not mistakenly be
released or obtained by a third party. Rule 1.6 mandates that “[a] lawyer shall not
reveal information relating to the representation of a client unless the client gives
informed consent [or] the disclosure is impliedly authorized in order to carry out the
representation.” 9 It further states that “[a] lawyer shall make reasonable efforts to
prevent the inadvertent or unauthorized disclosure of, or unauthorized access to,

information relating to the representation of a client.” %2

C. Model Rule 5.1: Supervision

Model Rule 5.1 titled “Responsibilities of Partners, Managers, and Supervisory
Lawyers” establishes that partners of a firm or lawyers who hold direct supervisory
authority over other lawyers have a duty to ensure that the other lawyers uphold the
Rules. ¥ Additionally, law firm partners and individuals who hold managerial authority

in the firm must make reasonable efforts to guarantee that there are systems in place



that ensure that lawyers are complying with the Rules.'*@ This includes designing
internal policies and procedures that ensure lawyers are supervised and trained to

remain competent about ethical problems in the legal field. %3

D. Model Rule 5.5(b): Unauthorized Practice of Law

Model Rule 5.5 titled “Unauthorized Practice of Law” mandates that a lawyer is trained
and licensed to practice law. 4 The rule states that “[a] lawyer who is not admitted to
practice in this jurisdiction shall not: (1) . . . establish an office . . . in this jurisdiction
for the practice of law; or (2) hold out to the public . . . that the lawyer is admitted to

practice law in this jurisdiction.” !

Lawyers or firms who use Al-powered systems must ensure that licensed attorneys, and
not the human-created Al systems, are giving advice and counseling clients. ®® This
suggests, at the very least, that it is imperative that lawyers review the work generated

by Al prior to relying on it.

V. Artificial Intelligence Hypothetical

The following part explores how the current Rules apply to real world situations. It
starts with a hypothetical and then walks through the relevant rules and applies them

to the scenario.

A first-year associate recently started working with a law firm to help with a
multimillion-dollar transaction. The client told the firm to keep costs at a minimum
and eliminate any unnecessary billable hours. The firm received the client’s document
production consisting of over 30,000 documents for review, including e-mails, text
messages, contracts, and handwritten letters. The supervising attorney who just
received the documents goes to a first-year associate’s office and suggests that they use
a new system to expedite review. The first-year associate recently heard some other
attorneys talking about the system and learned that it uses ML and algorithms to

analyze and pull out relevant documents, clauses, and red flags. The system is licensed



to the firm, but since starting in early August, the first-year associate has not attended
training to learn how to proficiently use it. However, using the system will cut the
associate’s due diligence time down by at least 30%. The associate decides to try it.
Once the documents are uploaded to the database, the system generated multiple
reports that highlight its findings. While using the system, the associate learns that it
will also help write initial drafts and due diligence memos. The associate uploaded the
documents and briefly skimmed the generated reports. The associate used the system

to draft the memo that was subsequently turned into the supervising attorney.

A. Competency

Model Rule 1.1 suggests that attorneys should only use technology that they are
competent to use.? Prior to implementing the above technology within the firm, the
supervising attorney and first-year associate are required to take steps to learn about
how the platform operates. It is unlikely that overhearing a conversation between

attorneys about the system constitute steps taken to ensure competency.

In 2015, the Standing Committee on Professional Responsibility and Conduct of the
State Bar of California issued an opinion relating to the ethical duties that an attorney
must meet when handling discovery of electronically stored information. € The
Committee considered whether the duty of competence would be violated by failing to
consult an e-discovery expert when it was obvious that the trial he was working on

would use the technology.®*® The Committee opined that:

[Tlhe duty of competence requires an attorney to assess his or her own e-
discovery skills and resources as part of the attorney's duty to provide the client
with competent representation. If an attorney lacks such skills and/or
resources, the attorney must try to acquire sufficient learning and skill, or

associate or consult with someone with expertise to assist. 2




Similarly, here, it would be beneficial for the firm to consult with an Al expert to fully
understand how the system operates and how this impacts the final work product. It is
a lawyer’s responsibility to be “abreast” with the “benefits and risks” associated with
using it. 2 The attorney, at the very least, should understand how the system is
reviewing the documents. It is more likely, however, that the attorney should look over

the work and double-check the product.

In addition, the first-year associate only skimmed the reports generated by the system
before using the system to draft the initial memo. Comment 5 to Rule 1.1 requires
lawyers using Al to draft a document or run reports to use enough preparation and
thoroughness to match the complexity and consequence of the matter at hand. 22
Instead of putting all his trust into the algorithms used to review documents associated
with a multimillion-dollar transaction, the associate should have reviewed the reports

to look for any missing information or other red flags.

B. Supervision

In the same opinion, the State Bar of California also considered if the attorney violated
the duty of competence because they failed to supervise a third party. %! According to
the Committee, there are certain nondelegable duties that belong to attorneys. 224
Although it is within an attorney’s right to consult another lawyer or expert, the
attorney is still obligated to oversee the work.2! It is the attorney “who remains the

one primarily answerable to the court.” 1%

Rule 5.1 suggests that supervising attorneys must ensure proper supervision of work
completed by the attorneys they supervise. 2 When using Al systems, the crucial
point is that it is the supervising attorney’s job and ethical responsibility to review the
work of the Al system for accuracy. € Here, as discussed above, the supervising
attorney is required to ensure that the first-year associate’s work both complies with
the Rules and that the firm has systems in place to ensure that the Rules are being

followed. 209



C. Confidentiality and Communication

Model Rule 1.6 states that a lawyer cannot reveal confidential information unless they
have informed consent. 29 It further states that lawyers must “make reasonable efforts
to prevent” mistakenly disclosing information of a client without proper
authorization. 2 Here, the law firm would need to consider where the documents are
uploaded to and whether it is safe. Further, Model Rule 1.6 suggests that prior to using
Al platforms, firms and attorneys should understand the risks posed by uploading the
documents to a system and whether confidentiality is at risk. 22 Therefore, it would be
beneficial to both parties if the client understood that an Al system is being used and

the measures that are being taken to ensure confidentiality are not compromised.

D. Unauthorized Practice of Law

Model Rule 5.5(b) suggests that a person must be trained and licensed to practice

law. 23 Michael Simon defines the practice of law “as providing advice and counsel
regarding legal matters, providing legal representation, and drafting legal
documents.” 24 When considering whether the increasing use of automated systems
constitutes the practice of law, Simon argues that recent legal decisions point towards
automated machines not being governed or threatened by Unauthorized Practice of
Law arguments. 2 In the hypothetical above, it is uncertain whether the Al platform
would be practicing law by reviewing the documents, and if these platforms are
practicing law, it is unclear how strong this argument will stand against Al systems

that are able to generate text. 12

VI. Model Guidelines and Roadmap

This part discusses how other countries regulate AI and how state and federal courts
are addressing the need for Al regulation. It ends by offering best practices the legal
field could implement by incorporating guidance from the Al Risk Management

Playbook from the Department of Energy.



A. International Regulations

Among international players, (1) transparency; (2) traceability and explainability; (3)
data protection; and (4) challenges and redress of Al decisions are identified as some of

the top principles when it comes to regulating Al. %4

The European Union is seen as one of the “furthest along in developing a
comprehensive legislative response to governing Al.” %8 In an effort to regulate Al, the
European Commission proposed a regulatory framework for Al, the Artificial
Intelligence Act (AI Act). 2% The AI Act classifies Al systems based on the risk
presented to users and uses that risk level to determine the amount of regulation. 222
According to the framework, “Al systems that negatively affect safety or fundamental
rights will be considered high risk.” 22 AT systems that assist lawyers “in legal
interpretation and application of the law” fall into the high-risk category. 222 If an Al
system is marked as high risk, it must be registered in an EU database and will be
assessed before entering the market. 223 If it makes it to the market, it will be
reassessed “throughout [its] lifecycle.” 24 By assessing and reassessing Al systems that
are marked as “high risk,” the Al Act assures that the systems are consistently meeting

quality management and process requirements. 125l

Additionally, generative Al would have to adhere to specific transparency
requirements. 229 Relevant here are: (1) “[d]isclosing that the content was generated by

AlI”; and (2) “[p]ublishing summaries of copyrighted data used for training.” 422

Like the EU, the United Kingdom is taking a risk-based approach to the regulation of Al
systems. 28 The United Kingdom regulation focuses on context and proportionality. 229
A focus on context and proportionality allows regulators to analyze the risk in the

context and environment the Al system is used. =3

China recently enacted the Interim Measures for the Management of Generative
Artificial Intelligence Services. 23 The Measures hold providers of generative Al

services legally responsible for the sources that generative Al systems use and pre-



training data. 2 Providers are also liable as the producers of the content the system

generates. 133

B. Artificial Intelligence Regulation in the United States

Unlike the European Union, United Kingdom, or China, the United States does not have
a national law to regulate AI. 3 In lieu of national regulation, state courts have started
to address the issue of Al in the courtroom. ¥ Courts are issuing opinions about the

use of Al in the form of Rule 11(b)(2) sanctions, court orders, and local rules. ¢

In Texas, Judge Brantley Starr adopted a policy on the use of generative AL 3% Judge

Starr adopted this policy because:

[Tlhese platforms in their current states are prone to hallucinations and bias. On
hallucinations, they make stuff up—even quotes and citations. Another issue is
reliability or bias. While attorneys swear an oath to set aside their personal
prejudices, biases, and beliefs to faithfully uphold the law and represent their
clients, generative artificial intelligence is the product of programming devised
by humans who did not have to swear such an oath. As such, these systems
hold no allegiance to any client, the rule of law, or the laws and Constitution of

the United States (or, as addressed above, the truth). 13

Similar to the Texas standing order, an Illinois judge released an order that requires
parties who use generative Al to help with legal research or draft documents filed with
the court to disclose the tool they used and how they used it. 23 The U.S. Court on
International Trade requires disclosing use of any generative Al program used and all
portions of the text drafted with the help of generative Al; parties must also certify
that using the system did not result in disclosing confidential or proprietary

information without the proper authorization. 42



Some courts, however, have broader orders that are not limited to generative Al. For
example, a Pennsylvania judge released an order stating that attorneys must “disclose
[whether] Al has been used in any way.” 4 The order requires parties to disclose the

use of platforms that help with contract analytics, research tools, and e-discovery. 42

C. Task Forces Created by State Bars and ABA

Texas, California, and New York are not waiting for official laws to take a stance on the
use of Al in the legal field. Instead, they have created task forces that are responsible
for helping the legal professionals within their state answer the tricky questions
around the ethics of using AI. %43 The American Bar Association (ABA) also created a

task force on law and Al 4l

Prior to creating the task force, the ABA drafted two resolutions that address the use,
development, and oversight of Al in the legal sector. Resolution 604, passed in
February 2023, focuses on oversight and accountability for consequences caused by Al
products. 245! The resolution urges that humans control and oversee the Al systems. 142
If steps are not taken to mitigate legally cognizable injury or harm caused by Al
systems, the operator of the system is responsible for the consequences. % Finally,
operators should “ensure the transparency and traceability of their Al . . . services

. . . while protecting associated intellectual property, by documenting key decisions
made with regard to the design and risk of the data sets, procedures, and outcomes

underlying their Al . . . services.” 48

Resolution 112 recommends that courts and lawyers recognize the ethical implications
of Al including: “(1) bias, explainability, and transparency of automated decisions
made by Al; (2) ethical and beneficial usage of Al; and (3) controls and oversight of Al
and the vendors that provide AIL.” 9 This suggests that lawyers have a duty to be aware
of Al and ensure that they are legally advising their clients to the best of their ability

while using Al to augment their work. 452



D. Roadmap
The AI Risk Management Playbook (Al RMP) from the Department of Energy serves as

a comprehensive resource for identifying Al-related risks and provides actionable

pathways for responsible and trustworthy Al utilization and development. 254

AI RMP suggests that if ethics governance is lacking, an Al Ethics Review Board, or a
similar mechanism, should be formed to discuss overall accountability and ethics
practices, as well as other undefined areas. 2 In addition to forming a review board, Al
RMP suggests developing external guidance or third-party auditing that could oversee
the ethical concerns and accountability measures. 253 Al ethics councils should be put
in place as a preventative measure and as a way to create transparency between the
systems’ algorithms and the end work product. >4 Independent advice and guidance on
ethical considerations in Al development provides a second line of defense against
ethical problems around Al to establish an interdisciplinary or transdisciplinary board,

drawing advisors from areas such as civil rights, ethics, law, and science. 2!

In addition to ethics governance, Al RMP offers suggestions about data privacy
risks. ¢ Proposed mitigation risks should help individuals remain in control of their
personal data. 5% This would include privacy impact assessments that would ensure

proper evaluation of potential privacy risks associated with using Al 28

AI RMP also offers a list of suggestions and questions that prompt users of Al to
consider privacy, confidentiality, accountability, and supervision. The following

questions are adapted from the list to be relevant to the legal industry:
1. Privacy and Confidentiality

a. Did the client give informed consent if their confidential information is used to

develop Al systems? 159



b. Does the Al system have practices that address security risks, such as those
related to cybersecurity controls, and third-party data or Al systems that use client

data? e

c. Does the Al system have technology to detect and notify clients of attacks or

potential breaches? 1l

d. Is a program in place that allows friendly hackers to assess the Al system for

vulnerabilities? 262

2. Accountability and Supervision

a. Are there training and resources available to help lawyers develop the skills they
need to effectively oversee the Al system and understand the potential biases that

exist? 1ol
b. Are specific lawyers meaningfully accountable for the Al system? 164l

c. Is the output of Al systems being well-documented and traceable, and used in a

way that is consistent with informed consent? 3

d. Can key information about the Al system and its underlying data be traced and

understood? &

As national regulation is being considered, the legal field needs to develop a framework
that allows for an advancement of the benefits of Al, for example, helping firms
maintain an economic advantage in the field, while still upholding the ethical
requirements the legal field demands. The questions presented by AI RMP provide a
starting point for the legal field to consider as it develops regulations that protect the
ethics of the practice. The pillars of privacy, confidentiality, accountability, and

supervision should serve as a guide.



Regulations in the European Union and China can also serve as guidance for the legal
field. Like the legal responsibility for providers as defined by China’s Measures for the
Management of Generative Artificial Intelligence Services, law firms and attorneys
should be seen as providers that use Al to provide legal services. % Increased legal
liability could lead to more effective tools for data. & However, this could also lead to
narrowing of innovation. 283 The legal field could benefit from a risk-based approach
similar to the EU and UK models. Finally, a requirement to disclose to the client the
confidential data used for training would put the client on notice and give them an

informed understanding of how their data was used.

VII. Conclusion

The use of Al in the legal field has clear benefits. However, it is also clear that the use
of Al raises important ethical questions. This Comment provided an overview of Al in
the legal field, the current Rules, and the ethical implications posed by innovative Al
systems. It ended by considering the integration of privacy, confidentiality,
accountability, and supervision into regulations. The regulations must find a balance
between lawyers, rather than Al, having the final stamp of approval on work product

and the benefits that the technology can bring to the profession.

Andrea Bucher
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